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Introduction

EU Login is the authentication system of the European Commission, which allows access to websites and online
services operated by the European Commission, including the Union Registry.

Each user of the Union Registry should have one account in the EU Login system with a current and individual
email address, mobile phone number and registered mobile device.

Points 1 to 3 of the guide are intended for new users who haven’t created their own account yet neither in the
EU Login system, nor the Union Registry.

Point 4 presents the options for managing existing user accounts in the EU Login and performing necessary
updates of those accounts.

Users enter data in the EU Login by themselves, while changes to data entered into the Union Registry system
should be reported using the appropriate update forms. Information entered into both of these systems must
be consistent.

Each user should have one account in the EU Login system and one unique URID identifier in the Polish part
of the Union Registry .



National Centre for
Emissions Management

Institute of Environmental Protection
National Research Institute

Table of contents

1 Creation of an User Account in the EU LOgIN SYStem..... e ieiiiccecesccicse s reecne s sss s san s snssnn s snssenssanssnnns 4
1.1 Entering user data into the EU LOgin SyStem ........cccciiiuuiiiiiinniiiiiieiiniiiniinieeiinieeiensmenssenees 4
1.2 PasSWOIrd Creation.......cceueueiiiiiiiiiiiiuiiiiiiiiirrierc s e s e e s s s s s e e s aa e e s s s s e e s ennnssssssssnne 5
1.3 Adding a mobile pPhoNe NUMDBET ........iiiiiiiiiiiiiiirrreenire e rrsseesrsssssessesssssssenssssssannsssns 6

2  EU Login mobile appliCation... ... e ciceerrerre s s s ssa s sssssne s sa s sas s sn s s n s s s s snssansanssranssnsassnsennannnaen 8
2.1 Installation and coNfigUratioN..........cceuiiiiiiciieiccrrc e cerrrece e eee e e s e na s s senasesssenessssnenssassnnnnns 8
2.2 Adding a mobile device to the EU LOZIN aCCOUNT ........coiieeeiiiiieiciiiieeccrrrneecseennneseennneessennsnessennnnnns 9
23 1YL N 12

3  Entering user data into the Union RegiStry ... it csen i crsr s s sssne s s s s s e snssssnssssessssanes 13
3.1 Checking the URID Identifi@r......ccvuuiieeiiieiiiiiiiieiereneiieeereeniereneernsserenserenserensessnsessnssesassesensesensenes 17

4 Update of user’s data in EU LOBiN.. ... ceiiccecverreesiessnssn s ssssssnssassssssssssnnsssssssnssnssnssssnssnnssnssennns 17
4.1 Changing mobile device and MUDI number in EU LOZiN.......ccceeuuiirieenciereeenieerennnceerennnceseennneeseennes 17

4.1.1 User has access to the previous mobile device or mobile phone number registered in the EU
oY= 410 I VL] =] 1 T PR 18
41.2 User does not have access to the previous mobile device or registered mobile phone number
LTI 3 L= LW I = T = o o PP 20
4.2  Changing the email address in EU LOZiN ......ccccoiiiiiiiiiiiiiiiiiiiiiiinininnnnnssnsn s 21
42.1 Logging into the EU Login system is not possible - user forgot password and has no access to
Previous €Mail iINBOX ....ce.iiiiiiiiiiiiiiiiierrie e reeereaeeeenneernnserenssrenserensessasesrasserensssensesenssssnssssansesansanen 23
4.3 Change of mobile phone number in EU LOZiN .......ccceuuiiiiiiiiiiiiicccrcieceereeecessennneessennnesssensnesseennns 24
4.4 (e T VT TUT gl o - T3 TY 7 o o I PR 27
4.5 Blocking of access to EU Login account by a user (‘STOP’ button)........ccccevirirerenenccciinineeennnnncenennne 27

5 Frequent problems With EU LOZIN ... it s s s ses s sssnsssssssssssssssssssnssssnssssnnsssnnsannnes 29

5.1 LOggINg iN after IoNg tiMe ...... i e s e e s s s s e sasssssesnsssssenassssnens 29
.................................................................................................................................................. 29

5.2 Incorrect authentication method has been selected............ccoviriiiriieiiiiiiiiiiiiiiiiii 29
5.3 Reinstallation or device reset of EU Login application ..........cceieeeeieiiiinieiiieicercinneceeeennceseenneeenens 30

€] Lo L3 oV SO OO 31



National Centre for
Emissions Management

Institute of Environmental Protection
National Research Institute

1 Creation of an User Account in the EU Login System

1.1 Entering user data into the EU Login System

In the web browser, you should enter the URL address of the EU Login: https://webgate.ec.europa.eu/cas/

Upon accessing the EU Login page, make sure that the appropriate language is selected (e.g. English) and choose
the option 'Create an account'.

EU Login ¢ ] ‘ English {en) HI
One account, many EU services

[

Sign in to continue

Enter your e-mail address or unigue identifier

Or

If you do not wish to create an EU Login account, you
can sign in by using one of the following third-party
sign-in options ("Sign-in Service"). Read more

Sign in with your elD

Easy, fast and secure: download the EU Login app

All fields must be filled in by providing: first and last

name, email address twice, and selecting the Create an account
language of service.

Help for exfernal users

Each email address may only be registered once in

. First name
EU Login. ‘ o ‘
Last name
Next, you should read the "Privacy Statement" and ‘ ok ‘
select the "Create an account” button. After oo
correctly filling out the registration form, a ‘ adam.nowak2024@kabize.pl ‘

message will appear with information about the

Confirm e-mail

next Steps. ‘ adam.nowak2024@kobize pl ‘

E-mail language

Create an account ‘ Enolen (en)

By checking this box, you acknowledge that you
have read and understood the privacy statement

Thank you for registering, you will receive an e-mail allowing you to complete

the registration process. Cancel
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1.2 Password creation

Following the information about completing the registration process, you should log in to the previously
indicated email box. Within approximately 30 minutes, you will receive an automatically generated message
from the EU Login system (sent from the address: automated-notifications@nomail.ec.europa.eu) containing
a link enabling the creation of a password. To proceed with the password creation process, you should click on
the provided link in the message. (Please make sure, the message has not been placed in the spam box.)

Your password P

ion Service ificati il.ec.europa.eu 07 lut 2024, 14:10

domnie v

Dear Adam Nowak

You have been registered in EU Login

Your email address is adam.nowak2024@op.p!
To create your password, follow the link below:

this link

You have a maximum of 24 hr, starting from the time that this message was sent, to create your password, but you are encouraged to do so immediately if possible. After this time, you can make another request by following the
same link: you will then need to re-enter your username and confirm your request

If the above link does not work, you can copy the following address (make sure the complete address is copied!) and paste it into your browser's address bar

https //ecas ec europa eu/cas/init/m/23386-JUzYKLL MEIfgxfKOpPwCEq1m6QV2ZLYT0pv2l gM8P3xZ07Bmg2UaPKBzkzlwn1-9 10 1-dn2p/cas/init/initialisePasswordL ogin.cai?

wayf domain=external&wayf remember=checked&wayf submit=Select&uid=n00f7hf4&resetCode=NMKATYYXvdubHK3THL zxO1MLYj94udbtryd SXauol QR&service=https%3A%2F %2Facc unionregistry.ec europa eu%2Far%2Faut
%2FPL%2F

Instead of replying to this message, if you have a problem, please follow the help or contact information on the site where you were trying to register.
Note that it may take up to 5 minutes after reception of this mail before the above-mentioned site will recognize your registration

Sent to you by EU Login

NOTE

In case the message is not delivered, please contact us at the following phone number:
+48 22 833 24 84 or via email at: rejestr@kobize.pl.

After being redirected to the EU Login page, you will see New password
the information regarding the rules for creating a new

access password. The password should be created
[ Piease choose your new password.

according to the specified requirements, confirmed by
noofThf4

entering it again. Next you should select 'Submit'. (Exteral)

New password

Confirm new password

Passwords cannot include your username and must contain at least 10
characters chosen from at least three of the following four character groups
(white space permitted):

« Upper Case:Ato Z
« LowerCase:atoz
= Numeric: 0to 9

If the password was successfully created, you will receive - Special Characters P#S%&/()"+- 1 <==?@]" {1~
a message confirming that 'Your EU Login password was EYEe s OaEE
successfully changed’. Upon clicking 'Proceed’, the user

will be logged into the EU Login system.

[Generate other sample passwords]
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New password

[ Your EU Login p d was fully changed.

Click Proceed below to continue

Successful login

Proceed

: | I n You are now logged in to EU Login.

To stop the automatic zingle sign-on, click Logout or close all browser
windows.

1.3 Adding a mobile phone number

After registering in the EU Login and creating the password, the user needs to add their mobile phone number
in the system.

NOTE

= [tisimportant to remember that each user must have an individual mobile phone number. The same
mobile phone number must be registered for the user in the Union Registry.

= |n emergency situations, if there are problems with functioning of the EU Login mobile application, the
administrator may decide that Union Registry users should log in using their mobile phone number and a
one-time code received via SMS.

On the page, hover the cursor over the gear icon and then select the 'My account' option.

1 Adamnowak £}

SucceSSfUI Iogin adam.nowak2024@op.pl

(External)

Change password

I ﬂ You are now logged in to EU Login.
2 My Account

To stop the automnatic single sign-on, click Logout or close all browser

windows. Logout
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Next, you should select 'Manage my mobile phone numbers' and then 'Add a mobile phone number'.

oD

My account details

¢D

Manage my mobile

devices

Manage my elDs

My Account

=

Configure my account

[<E)

Manage my Security
Keys and Trusted
Platforms

O

Display my sessions

You can view the sessions opened
for visited applications.

X

Delete my account

Manage my mobile
phone numbers

Manage my mobile phone numbers

Add a mobile phone number

+43123456789

Belgium: +32 123 45 67 89

E' =

A one-time SMS challenge with a unique code will be sent
to the provided mobile phone number, as a verification.
You need to enter this code in the field 'Text message
challenge code' and confirm by clicking the 'Finalise'

+32123
456789

Add a mobile phone
number

< My Account

You should enter your individual mobile phone
number and select 'Add'. The mobile phone number
should include the country code, for example, for
Poland, it is +48.

Challenge code for adding a mobile phone
number, sent by text message

I [}l Piease enter the challenge code that was texted to your mobile phone.

It might take up to 15 minutes for the message to reach your mobile phone.

Mobile phone number

+48123456783

Text message challenge code

EYZ4 - LAPU
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The expected time for the SMS challenge to reach

Manage my mobile phone numbers
the user’s mobile is up to 15 minutes. If the

0 Your mobile phone number +48123456789 was added
successfully.

process of adding the mobile phone number has I

been completed successfully, the following

message will appear. Additionally, the user

) &

i irmi iti +32123 +32123

should receive an SMS confirming the addition of 122123 132123
the mobile phone number to the EU Login system. Add a mobile phone Delete a mobile phone

number number

< My Account

2 EU Login mobile application

2.1 Installation and configuration

The EU Login mobile application is used for authentication of processes carried out in the Union Registry.

While logging in or approving processes performed in the Union Registry, the user needs to scan a QR code using
the mobile application to generate a one-time password, which will then be used to confirm the respective
action (e.g. the diagram below illustrates the process of logging into the registry).

L‘;gegbnrﬁgs generating scanning QR one-time entering user logged
. QR code code password password in
Registry

the EU Login system EU Login mobile app the EU Login system
(computer/ laptop) (mobile phone/ tablet) (computer/ laptop)

Google Play App Store
https://play.google.com/store/apps/de https://apps.apple.com/pl/app/eu-
tails?id=eu.europa.ec.ecas login/id1056119441
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On a mobile device equipped with a camera (e.g. a mobile phone,
tablet), that will be used to log in to the Union Registry, you should
install the EU Login application. If you already have a QR code

EU Login scanner installed, you may scan the above codes, or download the
One account, many EU Services application from the Google Play Store for Android devices or the
App Store for Apple devices.
Initialise
Before you start, you need to link your >

device with your EU Login account

NOTE

= For the proper functioning of EU Login mobile application,

Settings it is mandatory for the device to be protected with a

More information about your device > screen lock (pattern/ PIN code/ password/ biometric).

and the EU Login app.

= |f the mobile device allows for biometric verification - for
example, if it is equipped with a fingerprint reader - the
mobile application may suggest using such authentication
methods. The choice of this authentication method is not

- European mandatory.
Commission

After installing and starting the application for the first or subsequent
times, a prompt may appear requesting access to the device's camera

(]
and/or sending push notifications. You should allow the EU Login
H H . Do you want to allow EU Login
application to:
PP application for taking photos and
= access the camera recording?

(enable camera permissions in the device is compulsory for QR code
scanning)

When the apllication is running

Only this time

= enable the push notifications
(if notifications are not enabled by default, you should go to your
phone's 'Settings', select 'Notifications', and then define the Do not allow
appropriate notification type for the EU Login application).

2.2 Adding a mobile device to the EU Login account

On the EU Login website (on your computer), hover the cursor over the gear icon (1), select 'My account' (2)
and then 'Manage my mobile devices' (3). On the next screen, select 'Add a mobile device' (4).
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My Account

i «©

My account details Configure my account

Adam NOWAK £

adam. nowak2024@op.pl

(External)

Change password

2 |MyAccoun!

‘ Logout
-

Delete my account

| M@

Manage my mobile devices

Manage my mobile
devices

| @

-
& =

Manage my elDs

Y Add a mobile device

< My Account

In order to add a mobile device, you need to provide any name for the device, assign a 4-digit PIN code, confirm
the PIN by entering it again, and then select the 'Submit’ option.

A QR code will appear on the monitor screen.

Add a mobile device

Please give a name to identify your mobile device and
a PIN code to use for it.

Your device name

Phone 1

Your 4 digit PIN code

EE S 2

You will be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code

*kEE

Add a mobile device

Scan this QR code using
your EU Login mobile

app.

Cancel

10
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Then you should launch the installed application on your mobile device
and select the 'Initialise' option in order to connect the device to your
EU Login account. Then, in the application, select the 'Next' button and
point the camera of your device (phone, tablet) at the QR code EU Login

One account, many EU Services

displayed on the computer screen.

Initialise
Before you start, you need to link your >
device with your EU Login account

Settings

More information about your device >
and the EU Login app.

~
» J

- European
Commission

The addition of the mobile device (phone, tablet) to the EU Login
account should be confirmed with the previously established 4-digit
PIN code.

€  EU Login Mobile

Please authenticate

To obtain access to the EU Login protected
application, enter your four digit PIN code and press
Authenticate

0000
EHN KN ER
IH KN KN
L7 ] s | o

EE -

Mobile devices equipped with Android system display

EU Login Mobile

information about push notification. It's important not to

click on the orange information but to wait for push =
Initialisation pending

notification mentioned in the next step to appear. If you

H H H B You have started the initialisation process of your device. A notification is sent to
aCCIdenta”y CIICk on the Orange |nf0rmat|0n, use the baCk finalise the process, please accept it. We have re-enabled the initialise menu option,
select to restart the process if necessary X

arrow to return to the previous screen. Choosing the

‘Dismiss' button will force you to start the process of adding
the mobile device to the EU Login account from the
beginning.

11
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After the push notification is received on the device,

you should click on it to complete the registration :1 RN EmTIe

process (notifications are usually found in the drop- | ‘ L]

down list at the top of the screen). m“. |‘ ‘ @
T

Device control 114 , ﬁaﬁ pmpm

EU Login Mobile 1112
EU Login Mobile
You have a pending approval for dewce reglstravon

After scanning a QR code and completing the previous steps in the EU Login mobile application, following
notification will appear confirming the successful addition of the mobile device to the EU Login account.

Manage my mobile devices

II @ A device has been added

NOTE

If the device has trouble with reading the QR code, try adjusting the distance between the code and the device
(usually by moving the device further away from the screen displaying the QR code).

If the 'Initialise’ option is inactive, it may indicate that:
= the mobile device is not protected with a screen lock (pattern/ PIN code/ password/ biometric),

= the EU Login application has not been granted access to the device's camera or permission for push
notifications.

In such cases, you should adjust the appropriate settings accordingly.

2.3 MUDI

The mobile device that has been added to the EU Login account acquires a MUDI (Mobile Unique Device
Identifier).

In order to check the MUDI, you need to launch the EU Login application installed on your mobile device, go to

'Settings’, and then select 'About this app'. Here you can check the MUDI. (For mobile devices with iOS system,
a MUDI is visible directly after entering 'Settings'.)

12
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< EULogin Mobile

About your device

m More information about the version of your Android OS, the r
ana model/make

EU Login

One account, many EU services

About this app

Py
nitialis e R E or o tion about tHE S
C\ important information about the EU Login Mobile app

@ Biometric authentication
Fo? Scan QR Code More detailed information on the biometric configuration of your device
*s  Render a onetime-password for offline authentication

Disclaimer:
Settings

* More information about your device and the EU Login app. The EU Login app allows you to authenticate to an EU Login protected application

using a registered mobile device. This app has been created by EU Login team

of the Directorate-General for Informatics of the European Commission

11:49 Fri, 9 Feb
< EU Login Mobile

" | ‘ |
Registration status:
Completed ‘ 1

EU Login version: [ |

111 (A
MUD: [

Q  KADM76NM KPLKENAM-DYOVWUEZ FJADXCGY:-39UBIANG 3G J44YP-Z99KP
TLLYO3GRPN.I |

G Reset device il

B send technical infa ahaut this device, |

3 Entering user data into the Union Registry

By executing of the actions described in the previous chapters, the new user completed full registration in the
EU Login system. Using the email address registered in the EU Login, the mobile device, and the established
password, the user can proceed with the first login to the Union Registry.

Log in to the Union Registry using the following link: https://union-registry.ec.europa.eu/ar/#/PL . Next, select
the appropriate language — for example, English — and choose the 'Login' option.

2° M B EURegisty - Welcome x IE= - = =
< (@] 5 https://union-registry.ec.europa.eu/ar/#/PL a® Q A a3 [n] = W o

23] An official website of the European Union  How do you know? v

Cookies

1 accept cookies I refuse cookies

ewopean | | Jnjon Registr
Commission g y

w— Polska Welcome to the Union Registry

€ Need Help Login : First Time User

Erergy for o
Changing world

European Commission Climate Action

Contact  Cookies  Privacy Statement  Legal notice

13
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To log in to the registry, you should use your password and the

Sign in to continue
authentication method 'EU Login App + QR Code'. 9

Welcome
jan.kowalski@kobize.pl

(External)

Sign In wilh 3 gifferent e-mail agdress?

Password

EZEETERETRES

Lost your password?

EU Login Mobile App QR
Code

Generate a one-time-password with
the EU Login Mobiie apg

oo
#0

On your computer, a QR code will appear (1), which you need to scan
by using the 'Scan QR Code' (2) function in the EU Login mobile
application (on your phone or tablet).

QR code authentication

Please scan the QR code with your EU Login mobile app and
type in the generated code beiow.

[=] =]

1| EU Login
: h One account, many EU services
(=],

Code generated by your app

~= Scan QR Code
L.J ' \‘4 1e-PasswW

Settings

- European I
Commission

After scanning the code, the EU Login mobile application will generate a one-time password (3), which you need
to enter in the 'Code generated by the app' field (4) (on your computer) and confirm by selecting 'Sign in' (5).

QR code authentication

& EULogin Moblle
Please scan the C
type in the generated cod

with your EU Login mobde app and

Congratulations!

Weve suzcesshully gecetaed o One Tine Passwerd (OTP) from the

QReode To contmue your EL Logn miheehcation erter the OTP
WA e b

_"
3 - = Coae generated by your 39

4 | zscrr3as

™hes O1F ol De valud for 5 minetes, stanng from the hme 141 you
visied T QR code page 5

14



National Centre for
Emissions Management

Institute of Environmental Protection
National Research Institute

After logging in through the EU Login system, the user should be automatically redirected to the Union Registry
website. A window will appear for entering personal data.

Please fill in your personal details

Filll in your personal details to get 2n erval

U enrcd

User Details

EL Lioegin LAID Preferred Language

Personal Devails

First Mams: Last Mame
Trie (apeonal Cace of Birtn
Flace of Birth Courery of Birth

Type of ldentiy Docurment

ciect Darument Type -

Idencity Docsment idenmficr P dbentity documen: expiny dabe ioptional

Hational Reglsration Mumber jentonal

Contact Details
Drefaut emall agdress Confirm defavlt email address

nowak2 1348000 p

Mo iic Fhane Number

@ Wakow el the field shoold match S shorme sumber addied L B Lags Aftount ]

Secret Question

Secret Question Answer oo the Seoret Question

In the registration form, some data will be automatically filled in according to the information provided in the
EU Login system. You need to enter your remaining data and indicate your preferred language for
communication with the Registry Administrator.

Security measures have been implemented in the Registry to prevent illegal use of the system. Therefore, during
registration, you must provide the following information:
- Type of identity document: select ID card, passport or other;

- ID number: enter the document ID number. If 'other' was selected as the type of identity document, specify
the type of identity document;

- Expiry date: enter the expiry date of the indicated identity document;
15
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- Confidential question and answer: enter a confidential question and answer. These serve as an additional
security measure allowing the Registry Administrator to verify your identity.

After entering the required information, you must accept the data. A summary will appear, which you should
review, tick the box to confirm the accuracy of the data, and confirm.

Please review your personal details

Adam Nowak
URID

AN

User Details

EU Login UID

nd0f7hi4

Personal Details
First Name
Adam

Title (optional)

Place of Birth

Warsaw

Type of Identity Document
Nationa! Id Card

Identity Document Identifier

ABC123458

Contact Details

Default email address

adam.nowak2024@kobize.pl

D confirm that my persanal details are corn

Preferred Language

English

Last Name
Nowzk
Date of Birth

10/02/1

W

55

Country of Birth

Poland

National Registration Number (optional)

Mobile Phone Number

_

Cancel

Confirming the data you have entered
will result in the creation of a user
account in the Registry. Additionally, a
unique URID identifier will be assigned
to the account. You should save this
identifier and provide it on the
application form for entering data into
the Union Registry.

Successfully registered

©

You have now been registered.

The registration iz now waiting for an approval from 2 National Administrator.

Pleass communicate your Registry Identifier for use in appointment to an account reguest

Your Unique Registry Identifier = PL771657000047.
—_—

NOTE

user account.

Each user may have only one URID in the part of the Registry administered by their respective country.
The URID identifier will always be visible after logging in to the selected Registry where you have created a

16
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3.1 Checking the URID Identifier

The URID identifier is visible in the message after registering in the Union Registry. Users can check their URID
at any time by logging into the Union Registry via the following link:
https://union-registry.ec.europa.eu/ar/#/PL .

After logging in, on the system's homepage, the user's
URID can be found in the top right corner. The B teish | (AN Adam Nowak ™
assigned URID does not entitle the user to use all

functions available in the Registry. To access these

functions, the user must activate the created account
using an Enrolment Key, sent to the user's address by the Registry Administrator via registered mail.

NOTE
Sending the Enrolment Key by the Administrator is determined by meeting the following conditions:

1. The user has been designated as an authorized representative of an account in the Registry. (The user has
been indicated on the account creation or update form as an authorized representative).

2. The Registry Administrator has approved the designation of the user as an authorized representative
indicated by the account holder.

4 Update of user’s data in EU Login

4.1 Changing mobile device and MUDI number in EU Login

As a result of changing the mobile device and/or reinstalling the EU Login mobile application, a new MUDI
number will be generated, and access to the Union Registry will be lost. The user's access will be restored after
providing the Administrator with the new MUDI and identity verification by the Administrator.

If the user's data is outdated or the user does not have access to the previously registered mobile device and
phone number in EU Login and the Union Registry, regaining access to the account will require submitting an
update form and re-sending the Enrolment Key.

17
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4.1.1 User has access to the previous mobile device or mobile phone number registered in the EU
Login system

NOTE

The change of mobile device should be conducted in the correct sequence, i.e., first add the new mobile
device, and then remove the previous one. Otherwise, the user will lose access to the Union Registry, and it
will be necessary to resend the Enrolment Key.

On the computer, log in to the EU Login website (https://webgate.ec.europa.eu/cas/) authentication method
'EU Login App + QR Code'. (If you don’t have the previous mobile device registered in EU Login, log in using
'Mobile Phone + SMS' method.)

On the new mobile device (phone, tablet), install and configure the mobile application according to section 2.1
Installation and configuration. Then, add the new mobile device following the procedure described in section
2.2 Adding a mobile device to the EU Login account.

Next, remove previous mobile device from the EU Login account. To do so, on your EU Login account (1), select
'My Account' (2) again, then 'Manage my mobile devices' (3), and 'Delete a mobile device' (4).

On the next screen, select the device to be removed, and then confirm (5) your selection.

——
1 Adam NOWAK 43

adam.nowak2024@op.p!

My Account

(External)

Change password

2 |MyAcc0unt

i

My account details

| &

Manage my mobile
devices

-
L=

Manage my elDs

@

Configure my account

*EC)

Manage my Security
Keys and Trusted
Platforms

Delete all my devices
and elD (PANIC)

‘ Logout

Delete my account

e

Manage my mobile
phone numbers

LA

Display my sessions

You can view the sessions opened
for visited applications.
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Manage my mobile devices

[* . O

Add a mobile device Delete a mobile device
W Delete a mobile device - Confirmation required
Change EU Login app
PIN code

E /) Warning! You are about to delete mobile device Phone 1.

5 Cancel

As a result of these actions, a new MUDI number for the mobile device will be assigned to the EU Login account
(check the MUDI number - see section 2.3 MUDI).

Next, log in to the Union Registry using the link https://union-registry.ec.europa.eu/ar/#/PL to verify whether
the account is functioning correctly.

Upon logging in, a notification will appear informing about the change of the mobile device:

The device you are using to login does not match the device registered in EUCR.
Please login again with the registered mobile device or alternatively request the change of your mobile device.
Please note that the change is subject to approval of your National Administrator and it can take a few days to be
processed. If you already submitted a request for changing the device, it is not necessary to re-submit a new one.

Login

You should select the option ‘Change Device', and then 'Confirm'.

After the change of your mobile device, a task number regarding the change will appear. This task needs to be
approved by the Administrator for the change to take effect. To do this, please send an email to the
Administrator containing information about the new MUDI number. The message should be sent from the email
address registered in the Union Registry to: rejestr@kobize.pl template provided below:

Subject: Change of Mobile Device_MUDI

Content: Regarding the change of my mobile device, I, [full name], hereby inform that the first 4 characters of
the MUDI identifier are as follows: [MUDI].

NOTE

After sending the MUDI identifier to the Administrator, please refrain from taking any further actions in the
system. The Administrator will contact you to provide further instructions on completing the process of gaining
access to the Union Registry.
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4.1.2 User does not have access to the previous mobile device or registered mobile phone nhumber
in the EU Login system.

NOTE:

If the user does not have access to the application installed on the previous mobile device or the registered
mobile phone number in EU Login, regaining access to the account, besides submitting the update form, will
require resending the Enrolment Key.

In the web browser on your computer, enter the URL address of the EU Login system:
https://webgate.ec.europa.eu/cas/ and log in to your account using the 'Password' authentication method.

On the EU Login website hover the cursor over the gear icon and select 'My Account' option, then 'STOP: Delete
all my devices and e-ID (PANIC)'. Confirm the deletion by selecting the 'Remove' button.

My Accou nt adam.nowak2024@op.pl

(External)

Change password

I My Account
o iy d

My account details Configure my account Delete my account

o i £

Manage my Security
Keys and Trusted
Platforms

oor L

Display my sessions

Manage my mobile
devices

Manage my mobile
phone numbers

Delete all my devices

and eID (PAN|C) You can view the sessions opened
for visited applications.

Manage my elDs
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Delete all my devices and elD (PANIC)

“ /). Warning! This operation cannot be undone.

You will no longer be able to authenticate using any mobile phone number,
mobile device, hardware token or electronic ID linked to your account

You will lose access rights to some applications

You will be logged out from EU Login

m' S

This action will result in the removal of all mobile devices associated with the account, as well as registered
mobile phone numbers.

To regain access to the Union Registry, you need to re-register the following on your EU Login account:

= Mobile phone number — according to section 1.3.Adding a mobile phone ;
= New mobile device — as per section 2.1 Installation and and 2.2 Adding a mobile device to the EU Login ;
= Submit an update form (available at: https://formularze.kobize.pl) along with the required attachments.

Upon the Administrator's approval of the application, a new Enrolment Key will be sent to the user, enabling
renewed access to the Union Registry.

4.2 Changing the email address in EU Login

NOTE

If the user does not remember their password but has access to their previous email account, they should
use the password reminder feature described in section 4.4. Lost your password?.

Changing the email address in the EU LS - 3
Login system is possible after logging My Account adam nowak2024@op i
(External)
into the system at . -~
https://webgate.ec.europa.eu/cas/ .
Logout
To do so, you should select the option 0 ﬁ ‘

'My account' from the menu, and
then 'Configure my account'.

My account details

o

Manage my mobile
devices

Manage my elDs

Configure my account

< EC)

Manage my Security
Keys and Trusted
Platforms

Delete all my devices
and elD (PANIC)

Delete my account

@

Manage my mobile
phone numbers

O

Display my sessions
You can view the sessions opened
for visited applications.
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Configure my account

First name

| Adam |

Last name

| Nowak |

I adam.nowak2024@kobize] pl

E-mail language

English (en)

I want to receive e-mail notifications

2 wam me each time an application asks for my identity
)" View my EU Login account details after logging me in
O Always require multi-factor authentication

On the account configuration page, you should
enter the new email address and confirm by
selecting 'Submit'.

A message will be sent from the email address:
automated-notifications@nomail.ec.europa.eu to

your new email address containing a link, to
confirm that the user initiated the email address
change in EU Login. At the same time, you will
receive information about the email address
change in the EU Login system to your previous
(old) address.

Enable adaptive authentication for my account

I Q Your

Configure my account

‘ In order to confirm that you are the actual owner of
adam.nowak2024@kobize.pl, a confirmation e-mail will be sent to that I

address. Follow the instructions in the e-mail to validate the new address

Dear Adam Nowak,

You have requested to change the email address of your EU Login .

In order to confirm that you have initiated this change, click:

o

If the above link does not work, you can copy the following address (make sure the complete address 1s copied)

and paste it into your browser's address bar:

https://ecas.ec.europa.eu/cas/eim/external/changeEmailConfirmation.cgi?

u1d=n00f7hf4&token=z0VsBmrj1iZxzGnddYS5uoTKoyilckD3IgkAJXQqzZfxve

If you believe that this message has reached you in error. you can simply ignore it. Should you require any further

assistance, please review the help pages.

Sent to you by EU Login
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After clicking on the link provided
confirming that the email address

in the email message, a page from the EU Login system will appear
has been changed.

effective in 3 moment.

E-mail change validation

Your 2-mail address has been successiully changed to adam.nowak@kobize.pl|. The change will be

NOTE

It is important to remember that changing data in EU Login will not automatically update the data in the
Union Registry, and vice versa. To update data in the Union Registry, a request for update must be
submitted using the update form available at: https://formularze.kobize.pl

4.2.1

previous email inbox
In case when user forgot their password and does not have access to their previous email address (unable to
use the password reminder function), they should create a new account in the EU Login system using a new

Logging into the EU Login system is not possible - user forgot password and has no access to

email address. This procedure is described in this instruction. After creating an account in the EU Login system,
the user should check their Unique identifier at the Commission - UID (this is a different identifier than URID).

To check your UID, log in to the EU Login website - https://webgate.ec.europa.eu/cas/ , select 'My Account'
from the menu, and then 'My account details’.

@

My account details

My Account

Adam NOWAK g

adam.nowak2024@op.pl

(External)

Change password

I My Account
I Logout

Delete my account

>

Configure my account

o)

Manage my mobile

devices Username

Domain

%
Adam NOWAK r

My account details

n00f7hi4

External

I Unique identifier at the Commission (uid)

n00f7hf4 I

[ =)

Manage my elDs Nawie

Email preferred language en
| E-mail adam nowak2024@op.p!

Most recent login
Previous login

Account created

09/02/2024 13:32 GMT+01:00

09/02/2024 13:31 GMT+01:00

07/02/2024 14:10 GMT+01:00

Nowak Adam
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UID should be sent to the Administrator from the newly registered email address in the EU Login system. Please
send the message to: rejestr@kobize.pl, using the email template provided below:

Subject: Change of UID in EU Login

Content: Regarding the change of my email address, |, [full name], hereby inform that my new UID identifier
is: [UID].

NOTE

After sending the UID identifier to the Administrator, please refrain from taking any further actions in the
system. The Administrator will contact you to provide further instructions on completing the process of
gaining access to the Union Registry.

4.3 Change of mobile phone number in EU Login

If the user has changed their mobile phone number, they should update it on their EU Login account.

NOTE

The change of mobile phone number should be conducted in the correct sequence, i.e., first add the new
mobile phone number, and then remove the previous one. Otherwise, the user will lose access to the Union
Registry, and it will be necessary to resend the Enrolment Key.

In emergency situations, in case of issues with the EU Login mobile application, users will log into the Union

Registry using a SMS challenge sent to the specified mobile phone number.

To change the mobile phone number you
should log in on the EU Login page -
https://webgate.ec.europa.eu/cas/,

select the option 'My account' from the

menu, ‘Manage my mobile phone
numbers’ and then 'Add a mobile phone
number'.

Cid

My account details

o

Manage my mobile
devices

(=

Manage my elDs

My Account

Lo

Configure my account

(“F0)

Manage my Security
Keys and Trusted
Platforms

Delete all my devices
and elD (PANIC)

Adam NOWAK is

karolina_sowinska@02.pl

(Extemal)

Change password

l Logout

Delete my account

¢«

Manage my mobile
phone numbers

@O

Display my sessions
You can view the sessions opened
for visited applications.
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Mana em mobile hone numbers You should add a new mobile phone number,
g y p and then confirm the addition with a one-

time password from the SMS received to the
new number and approve it.

+32123

+32123
456789 456789

Add a mobile phone

Delete a mobile phone
number

Add a mobile phone number

< MyAg

+48123456789

Belgium: +32 123 45 67 89

m Challenge code for adding a mobile phone
number, sent by text message

I [l Piease enter the challenge code that was texted to your mobile phone.

It might take up to 15 minutes for the message to reach your mobile phone.

Mobile phone number

+48123456789

Text message challenge code

o

After receiving confirmation that the new mobile phone number has been added, proceed to remove the

outdated number by selecting the 'Delete a mobile phone number' option. In the new window, enter the
previous mobile phone number and select 'Delete’.

Manage my mobile phone numbers| |[Delete a mobile phone number

Mobile phone number

+32123 +32123 Intemnational format including country code, e.g. for
456789 456789

Belgium: +32 123 45 67 89

I +48123456789 I

Add a mobile phone

Delete a mobile phone
number

number

Delete Cancel

¢ My Account
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Then, again confirm the removal of the old mobile phone number by selecting ‘Delete’.

Delete a mobile phone
number - Confirmation required

/) Warning! You are about to delete mobile phone number ‘
+48663911529.

Confirmation of the deletion of the invalid mobile phone number will appear:

Manage my mobile phone numbers

I Q Mobile phone number +48663911529 was deleted successfully.

Add a mobile phone number

+32123
456789

¢ My Account

NOTE

It is important to remember that changing data in EU Login will not automatically update the data in the Union
Registry, and vice versa. To update data in the Union Registry, a request for update must be submitted using
the update form available at: https://formularze.kobize.pl
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4.4 Lost your password?

In case the user forgets the password to access their EU Login account, they can use the option 'Forgot your
password?' available on the European Commission Authentication System (EU Login) website after providing
their email address.

EU L°g'n O English (en)
One account, many EU services

Sign in to continue

Welcome back

adam.nowak2024@kobize.pl
(External)

Sign in with a different e-mail address?

Password

I Lost your password? I

Choose your verification method

Password
Authenticate to EU Login with only v

your password

Link to create a new password will be send to the email address registered for the user on EU Login account.

NOTE

Please bearin mind that in EU Login system you can request a password change once a day. For security reasons
we recommend to change a password at least once a month.

4.5 Blocking of access to EU Login account by a user (‘STOP’ button)

The user has the possibility to block access to the EU Login system by themselves. Blocking access to EU Login
results in simultaneous suspension of the ability to log into the Union Registry. This function can be useful in
case of a security breach or suspicion thereof, for example, when the user's confidential data used during login
is disclosed to a third party or there is suspicion that such disclosure may have occurred.

It should be noted that after using the access blocking function, logging into the system again requires entering
a new Enrolment Key. Therefore, after blocking the account in the EU Login system, it is necessary to contact
the Registry Administrator and submit a request for the delivery of a new Enrolment Key. Delivery will take
several business days, as it is sent by registered mail.

In order to block the access to your account by yourself in the EU Login system, follow these steps:

Log in to the EU Login website - https://webgate.ec.europa.eu/cas/ , by choosing ‘Password’ method.
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Onthe EU Login website, hover the cursor over the gear icon and select "My Account' option, then 'STOP: Delete
all my devices and e-ID (PANIC)'. Confirm the deletion by selecting the 'Delete’ button.

My Accou nt adam nowak2024@op.pl

(External)

Change password

| My Account
o < d

My account details Configure my account Delete my account

o as £

Manage my Security

WManage my.mobile Keys and Trusted

Manage my mobile

devices Platforms phone numbers
@ Delete all my devices and elD (PANIC)
y

Delete all my devices

Manageimmy sibs and elD (PANIC)

Warning! This operation cannot be undone.

You will no longer be able to authenticate using any mobile phone number,
mobile device, hardware token or electronic 1D linked to your account.

You will lose access rights to some applications.

You will be logged out from EU Login.

Delete Cancel

This action will result in the removal of all mobile devices associated with the account, as well as registered
mobile phone numbers.

To regain access to the Union Registry, you need to re-register the following on your EU Login account:

=  Mobile phone number — according to section 1.3 Adding a mobile phone ;
= New mobile device — as per section 2.1 Installation and and 2.2 Adding a mobile device to the EU Login ;
= Submit an update form (available at: https://formularze.kobize.pl) along with the required attachments.

Upon the Administrator's approval of the application, a new Enrolment Key will be sent to the user, enabling
renewed access to the Union Registry.
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5 Frequent problems with EU Login

5.1 Logging in after long time

Itisimportant to note that the Android system automatically
revokes permissions for applications that have not been
used on the mobile device for a long time (depending on the
settings, from 1 to 6 months). In such a situation, when
launching the EU Login application after a long period, a
message should appear indicating the need to once more
grant permissions.

You should allow the EU Login application to:
= access the camera

(enable camera permissions in the device is compulsory for
QR code scanning)

= enable the push notifications

If the application does not prompt for granting permissions
automatically, and the 'Initialise' and 'Scan QR code' fields
are inactive (grayed out), you should manually go to the
'Settings' of your phone, select 'Notifications' or
'Applications', and then grant permission for the EU Login
application to access the camera and send push
notifications.

EU Login

One account, many EU services

Settings
£

More information about your device and the EU Login app.

m European
Commission

After granting permissions, the 'Scan QR code' field should become active.

5.2 Incorrect authentication method has been selected

Logging into the Union Registry is processed via the EU
Login system. During login, the user enters their email
address (or login), password and selects the
authentication method 'EU Login App + QR Code".

This is the only correct way to log into the Union Registry.

Selecting the 'EU Login App + PIN Code' method by
mistake will prevent logging into the Union Registry.

_— Token _—
@ Use a VASCO token to generate a one-
time-password to login.

Sign in to continue

Password
B Authenticate to EU Login with only your

password.

EU Login Mobile App PIN Code
Use your registered EU Login Mobile app to
verify your identity.

EU Login Mobile App QR Code

Generate a one-time-password with the EU
Login Mobile app.

Mobile Phone + SMS
Send a text message to a registered mobile
phone number for a multi-factor

authentication.
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5.3 Reinstallation or device reset of EU Login application

If, after launching the EU Login application on your phone, the
‘Initialise' option is available (and the 'Scan QR code' function is
grayed out), it means that the connection between your EU Login
account and the mobile application has been lost. This situation
may occur if the user:

= reinstalled the EU Login application (on the same or a new
mobile device);

= used the 'Reset device' function in the EU Login mobile
application;

= used the 'STOP: Delete all my devices and e-ID (PANIC)'
function in the EU Login system.

To regain access to the Union Registry system, you need to refer to
the appropriate section of Chapter 4 of this document and re-link
your EU Login account to the mobile application.

Regaining access will require approval from the system
administrator, and in some cases, re-sending the Enrolment Key.

EU Login

One account, many EU Services

Initialise
Before you start, you need to link your >
device with your EU Login account

Settings

More information about your device >
and the EU Login app.

- European
Commission
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Glossary

= EU Login application - the application installed on a mobile device (e.g. mobile phone or tablet) used
for scanning QR codes to generate a one-time password.

=  One-time password - an 8-digit code generated in the EU Login mobile application after scanning a
QR code.

=  SMS code - an alphanumeric code received on a mobile phone via SMS, which should be provided in
the EU Login system during login to the Union Registry using the authentication method 'Mobile
phone + SMS'.

=  PIN code - a 4-digit code assigned by the user when adding a mobile device to their own EU Login
account.

= QR code - A graphical code generated in the EU Login system that needs to be scanned using the EU
Login mobile application during login and performing processes (e.g. transactions) in the Union
Registry.

= MUDI - a unique alphanumeric identifier assigned to a user's mobile device, associated with their EU
Login account.

= EU Login system - the European Commission Authentication System that enables access to websites
and online services operated by the European Commission, including the Union Registry, accessible at

https://webgate.ec.europa.eu/cas/ .

= Device - for example, a mobile phone or tablet used for scanning QR codes.
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